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Utilisation and need for adequate spectrum 

ET Telecom - 19th January 2024 

 

The electromagnetic spectrum, comprising various frequency bands, is a critical resource in our digital 

age. Its significance spans across consumers, industries and governments, enabling services ranging 

from basic communications to advanced technological applications. The lack of adequate spectrum, 

particularly in densely populated regions, leads to severe consequences that affect every aspect of 

modern society. Here we delve into the impact of this scarcity, focusing on consumers, industries and 

governments, and attempt an analysis of India's current spectrum allocation, focusing on the 

requirements of 5G services.  

How Consumers Utilize Spectrum  

Spectrum underpins various services that consumers rely on daily, such as mobile communications, 

Wi-Fi connectivity, broadcasting and satellite-based services. Consumers engage with the spectrum 

through devices like smartphones, tablets and televisions. They rely on spectrum-based services for 

personal communications, entertainment, navigation and more.  

Degradation of Services from Lack of Spectrum  

• Connectivity Issues: Insufficient spectrum leads to overcrowded networks, resulting in slow 

internet speeds, dropped calls and overall poor quality of service. Simulations done by GSMA 

indicate that in regions with limited spectrum, consumers experience an average of 30% 

slower internet speeds compared to areas with ample spectrum availability.  

• Limited Access to New Technologies: Emerging technologies like 5G depend on the available 

spectrum. Its scarcity can hinder adoption and limit consumer access to cutting-edge services. 

A study reveals that countries with extensive 5G spectrum allocations have witnessed an 

increase in the adoption of 5G-enabled devices compared to countries with limited 

allocations.  

• Increased Costs: Limited spectrum may drive up costs for service providers, which may be 

passed on to consumers in the form of higher prices. Markets with spectrum scarcity tend to 

experience increase in data plan costs, affecting affordability and access.  

Industry Utilization of Spectrum  

Industries utilize spectrum across various sectors, including telecommunications, manufacturing, 

healthcare, transportation, and more.  

• Telecommunications: Telecom operators rely on specific frequency bands to provide 

mobile and broadband services. In countries with spectrum shortage, telecom companies 

face significant reduction in network capacity, impacting service quality.  

• Manufacturing: Automated manufacturing systems use spectrum-based communication 

for coordination and control. Spectrum scarcity results in a decrease in manufacturing 

productivity due to communication delays and system interruptions.  

• Healthcare: Telemedicine and connected healthcare devices depend on spectrum for 

remote monitoring and care. Limited spectrum availability can lead to data transmission 

delays, affecting the quality of healthcare services in remote areas.  

https://telecom.economictimes.indiatimes.com/news/industry/utilisation-and-need-for-adequate-spectrum/106989833?utm_source=top_news&utm_medium=sectionListing
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Impact of Spectrum Scarcity on Industry  

• Limited Growth and Innovation: Inadequate spectrum hampers technological advancements, 

stifling growth and innovation within various industries.  

• Operational Challenges: Limited spectrum availability can lead to interference and network 

congestion, affecting efficiency and productivity. Industries grappling with spectrum scarcity are 

found to have reported decrease in operational efficiency.  

• Regulatory and Compliance Issues: Industries must navigate complex regulations related to 

spectrum usage, and scarcity can exacerbate these challenges, leading to potential legal hurdles. 

Industries operating in regions with spectrum shortages might spend more on compliance-related 

activities which could have been invested more efficiently in R&D activities.  

Government’s Utilization of Spectrum  

Governments use spectrum for critical functions such as defense, public safety, meteorological services 

and governance.  

• Defense and Security: The military leverages spectrum for secure communications, radar systems 

and intelligence. Spectrum scarcity can compromise the quality and security of military 

communications, posing national security risks.  

• Public Services: Emergency services, public transportation and administrative functions depend 

on spectrum-based communication systems. Insufficient spectrum affects the quality of public 

services, leading to inefficiencies in transportation, emergency response and governance.  

Consequences of Lack of Adequate Spectrum  

• National Security Risks: Scarcity can compromise the quality and security of military 

communication, posing national security risks. Recent incidents in regions with spectrum 

shortages have led to communication vulnerabilities that could be exploited by adversaries.  

• Degraded Public Services: Insufficient spectrum affects the quality of public services, leading to 

inefficiencies in transportation, emergency response and governance. Reports indicate a 

significant increase in emergency response times in areas with limited spectrum resources.  

• Economic Impact: Lack of spectrum can hinder economic development by affecting industrial 

growth, technological innovation, and foreign investments. Some studies have found that in 

countries with advanced information and communication technologies, the use of spectrum 

enabled an increase in GDP of about 3.4%.  

India's Spectrum Allocation: The Current State and Demand for 6 GHz Band  

India's spectrum allocation scenario reflects a complex interplay of growing demand, regulatory 

frameworks and technological advancements. The burgeoning demand for mobile data, IoT applications 

and the anticipated rollout of 5G services has created a pressing need for additional spectrum.  
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Demand for 6 GHz Band  

The 6 GHz band, considered vital for 5G services, can enable higher data rates, low latency and facilitate 

the proliferation of 5G services. Recent studies estimate that allocating the 6 GHz (mid-band) band for 5G 

in India could contribute to a 2% increase in GDP by 2030.  

Identifying the 6 GHz band for IMT could catalyze the 5G revolution, spurring economic growth, 

technological innovation and societal benefits. India's regulatory bodies and policymakers must address 

these challenges promptly to meet the growing demand for spectrum and secure the nation's digital 

future.  

Conclusion  

The lack of adequate spectrum has far-reaching consequences, affecting consumers, industries and 

governments alike. From degradation of essential services to hindering technological advancements, the 

ripple effects of spectrum scarcity are profound. In the context of India, the pressing demand for 

additional spectrum, particularly in the 6 GHz band, underscores the need for thoughtful, forward-looking 

policies and robust regulatory frameworks. As the nation enters the 5G era, the intelligent and ethical 

management of this invaluable resource will shape its technological future, economic prosperity and 

social well-being. The path forward demands collaboration, innovation and a shared commitment to 

leverage spectrum for the greater good. India's ability to address this challenge will determine its position 

in the digital age and its role in the global technological landscape. 
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Spectrum symphony: Orchestrating the melody of finite 

resources 
Voice&Data Magazine - June 2024 
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Navigating the Indian telecom landscape in 2024 

Communications Today - 1st January 2024 

As India's digital fabric unfolds, the telecom sector remains essential, carrying information, connecting 

people, and driving progress. In 2024, we anticipate ongoing changes in this dynamic field and the Indian 

telecom industry is ready to work together, creating an environment that encourages innovation and 

inclusivity. Reiterating our push for a supportive regulatory framework, we stay positive about the sector's 

possibilities. The 5G rollout, a key part of our designs for a tech-savvy India, is picking up speed. We see 

faster progress in infrastructure developments and accelerated adoption of advanced applications in 

areas like health, education, and agriculture.  

2024 outlook for India  

Looking ahead in 2024, the outlook for the Indian telecom sector remains promising, driven by a 

combination of factors, such as increased smartphone penetration, the rollout of 5G technology, 

government initiatives, and changing consumer behaviors. 

 Accelerated 5G deployment  

One of the most significant developments in the Indian telecom sector in 2024 will be the accelerated 

deployment of 5G networks. Telecom operators in India have been gearing up for the 5G revolution, with 

spectrum auctions and massive infrastructure investments taking place. The Indian government has also 

shown its commitment to 5G technology by facilitating spectrum allocation and streamlining regulatory 

processes. The implementation of 5G is expected to open new opportunities for businesses, improve the 

quality of mobile services, and drive innovation across various industries.  

Internet of Things (IoT) expansion  

The adoption of IoT technology is expected to gain significant momentum in 2024, thanks to the rollout 

of 5G networks and the increasing availability of affordable IoT devices. IoT has the potential to transform 

various sectors, including healthcare, agriculture, smart cities, and manufacturing. In agriculture, for 

example, IoT sensors can help farmers monitor soil conditions, weather patterns, and crop health, leading 

to more efficient farming practices and increased yields. 

Smart cities initiatives are also expected to benefit from IoT, with improved traffic management, waste 

disposal, and energy conservation. As IoT becomes more accessible and affordable, businesses and 

government agencies in India are likely to invest in IoT solutions to enhance efficiency and productivity.  

Emergence of edge computing  

Edge computing, which involves processing data closer to the source or device rather than relying solely 

on centralized cloud servers, is poised to gain prominence in the Indian telecom sector in 2024. This 

technology is particularly relevant in applications that require low latency, such as autonomous vehicles, 

industrial automation, and remote healthcare monitoring.  

With the deployment of 5G networks, edge computing capabilities will be enhanced, enabling real-time 

processing of data for critical applications. Investments in edge computing infrastructure are expected to 

increase, creating new opportunities for businesses and developers to leverage this technology for 

innovative solutions.  

https://www.communicationstoday.co.in/navigating-the-indian-telecom-landscape-in-2024/
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Enhanced digital payments and financial inclusion  

The Indian government's push for digital payments and financial inclusion is set to continue in 2024. 

Initiatives, such as the Pradhan Mantri Jan Dhan Yojana (PMJDY) and the Unified Payments Interface (UPI) 

have already made significant strides in increasing financial access and promoting cashless transactions.  

In 2024, we can expect further innovation and expansion in digital payment services, with the integration 

of technologies like blockchain and artificial intelligence (AI) to enhance security and convenience. As 

more Indians gain access to smartphones and the internet, digital payments are likely to become the 

preferred mode of financial transactions, contributing to financial inclusion and economic growth.  

Increasing smartphone penetration  

With smartphones becoming an essential tool for communication, entertainment, and accessing online 

services, businesses are likely to invest in mobile app development and digital marketing to reach a wider 

audience. Falling smartphone prices, coupled with affordable data plans, have made smartphones 

accessible to a broader section of the population, including those in rural areas. This trend will further fuel 

the growth of the digital economy in India. 

Focus on rural connectivity  

In 2024, the Indian government and telecom operators are expected to place a strong focus on expanding 

network coverage in rural and remote areas. This effort will not only bridge the digital divide but also 

unlock new markets for telecom services and digital initiatives.  

Data privacy and security  

As the Indian telecom sector continues to evolve, data privacy and security will remain paramount areas 

of focus. With the increasing volume of personal data being generated and shared online, there is a 

growing need for robust data protection measures and regulatory frameworks. 

In 2024, we can expect stricter regulations governing data privacy and cyber security. User awareness 

about data privacy rights and protection measures is likely to increase, leading to greater demand for 

secure and privacy-conscious services.  

Sustainable practices and green telecom  

Sustainability and environmental concerns are becoming increasingly important in the telecom sector. In 

2024, we can expect a greater emphasis on green telecom practices, including energy-efficient network 

infrastructure, reduced carbon emissions, and responsible e-waste management.  

Regulatory changes  

The regulatory landscape in the Indian telecom sector is subject to continuous evolution. In 2024, we can 

expect regulatory changes aimed at fostering a conducive environment for growth, innovation, and 

consumer protection. These changes may include spectrum pricing adjustments, licensing reforms, and 

the introduction of new rules to address emerging technologies and challenges, as indicated in the 

Telecom Bill 2023. The industry will need to adapt to these regulatory changes while continuing to focus 

on delivering quality services to the customers.  
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Enabling innovation through light-touch regulation  

As we venture into the exciting territories of emerging technologies like artificial intelligence, blockchain, 

and the Internet of Things (IoT), a supportive regulatory environment is paramount. COAI has consistently 

advocated for a light-touch, technology-agnostic approach to regulation, one that fosters innovation while 

addressing legitimate concerns around data privacy and security.  

Building a digitally inclusive future  

Connecting the unconnected remains a core mission for the Indian telecom sector. The industry is 

committed to bridging the digital divide, ensuring that the benefits of connectivity reach every corner of 

the nation. To achieve this, we need continued collaboration with the government on progressive 

initiatives, while promoting affordability, and simplifying regulatory processes can remove barriers to 

access for underprivileged communities.  

In conclusion, the Indian telecom sector is poised for continued growth and transformation in 2024. The 

rollout of 5G technology, expansion of IoT, increased smartphone penetration, and a focus on rural 

connectivity are among the key trends that will shape the industry. With the right investments and 

strategies, the Indian telecom sector can play a pivotal role in driving digitization, economic development, 

and improved quality of life for millions of Indians. As technology continues to advance, it is essential for 

all stakeholders, including government authorities, telecom operators, and consumers to work together 

to ensure that the sector continues to thrive and benefit the nation. 
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Connectivity for All  
Tele.Net Magazine - January 2024 

 

 

https://myimpact.in/index.php?page=Nclipj&id=dad34eae5c1f77e93b7995eb144b16b9&id2=cbe031e1058b9633af514c3911077bd1&id3=0dabc439a242a68ff253db58ba3dcf41
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Telecom's green signal for growth 
Voice&Data Magazine - September 2024 
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Building smarter highways in telecom’s new digital frontier 
Voice&Data Magazine - November 2024 
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5G monetization in India - Future insights and outlook 

Communications Today - 5th May 2024 

Blazing-fast speeds, lower latency, higher bandwidth - 5G has arrived in India promising to revolutionize 

various sectors, elevate experiences, propel societies forward, and unravel new opportunities for 

businesses. For the telecom industry, in particular, the transition to 5G is pegged to unlock a new wave of 

opportunities, viz. opening new use cases and revenue streams through innovative business models and 

cross-sectoral collaborations.  

In a resounding feat, India has spearheaded the fastest rollout of 5G in the world, deploying over 435,000 

5G BTSs nationwide. However, despite the evident potential the technology offers and the plethora of 

innovative use cases envisaged across industries, not much headway has been made in terms of its uptake 

for enterprise use, which is expected to consist of the majority of 5G's revenue opportunities. The 

anticipation for ground-breaking killer apps to drive the use cases and business has gone unmet. 

Monetizing 5G is expected to unfold gradually over the next few years, relying on a myriad of applications 

rather than one killer app.  

Another observation worth considering is the historical pattern w.r.t. the new technology generations. It 

can be seen that all the odd Gs 1G, 3G, and now 5G - have been grounds for new technologies, new 

applications, and exploration of new monetization opportunities. However, true monetization has eluded 

the odd Gs and rather materialized with the even Gs. Following this trend, I feel that 5G could be a 

precursor to 6G, which may usher in monetization opportunities once the technology and the market-

reach mature sufficiently.  

As we envision a future brimming with possibilities, certain discernible trends are poised to shape the 

structure and operations of the telecom ecosystem. This evolution aligns with the dynamic shifts of this 

vibrant sector and the growing convergence across industries. It is anticipated that some clear strategic 

business units will emerge in telecom, viz., networks, platforms, applications, and devices, where 

networks will provide the backbone for the sector, platforms will facilitate seamless integration between 

networks and applications, applications will adapt to user behavior, and devices will evolve to become 

more user friendly lighter, with enhanced battery life. 

The rise of platforms  

Platforms are the new kids on the block, acting as intermediaries bridging the gap between the networks 

and applications. These could be owned by either the telecom operators themselves or by technology 

companies, both possessing requisite expertise in the digital domain.  

Platforms, perhaps, hold the highest potential to monetize their services through various business models 

and aggregation of different verticals. Operating massive cloud/virtual ecosystems, platforms offer edge 

computing and storage services locally, and can integrate with 5G networks to facilitate digital services 

and applications, catering to the requirements of the varied user base. Besides, platforms would also have 

the option to monetize the services by hosting applications or providing the interface to the users, as is 

already underway.  

https://www.communicationstoday.co.in/5g-monetization-in-india-future-insights-and-outlook/
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Platforms would offer tailored APIs allowing developers to integrate various functionalities into their 

applications. This flexibility can be leveraged to offer specialized services, which can be monetized through 

developer charges, based on API usage or by offering premium API packages with advanced features.  

Another emerging monetization avenue would be X-as-a-service (XaaS), which involves virtualization of 

functionalities to offer different important services through a software-driven ecosystem. This would be 

akin to network-as-a-service, aka NaaS, whereby telcos can lease network functionalities and 

infrastructure to platforms on a subscription basis, encompassing services like VPNs, SDNs, etc. The SLA 

requirements of the user/consumer would determine the monetization offer in this regard, besides the 

scale/size of the operation/business being catered to.  

Sandboxes for testing of applications/products is another burgeoning area, which holds promise for 

platforms to leverage. These sandboxes can be provided to startups/developers seeking industrial-level 

facilities to test and assess their offerings efficiently against real network conditions within a controlled 

environment, before market launch. Platforms could provide subscription/fee-based access to such 

developer sandboxes with customized configurations, network settings, and test scenarios. 

Performance of platforms  

While the future of platforms looks promising enough, their success would depend largely on the 

robustness of the underlying telecom networks on which they will ride to offer their services - both in 

terms of strong capacity and expansive availability across the market. For services like cloud computing 

and storage, content streaming, e- commerce and search, flawless user experience is paramount. 

Moreover, these platforms would handle enormous amounts of data daily, necessitating a well-equipped 

telecom network, capable of handling such massive data traffic efficiently. Even for content delivery 

services, buffering and streaming interruptions can mar experiences if networks are unable to perform. 

Hence, networks would continue to play a pivotal role even in this evolved ecosystem.  

Role and importance of networks  

The foundational role of telecom networks is thus evident, as the basic tenets of providing the required 

quality of service lies majorly on the shoulders of this CapEx-heavy and critical vertical. While it is expected 

to deliver technically efficient and futuristic networks, leveraging ever- evolving technologies like 5G and 

6G to provide the best possible user experience, they obviously need to evolve continuously themselves, 

to be able to perform as expected. Telecom networks have to be efficient, flexible, and agile to adapt to 

emerging, innovative trends, such as AI, IoT, etc. This adaptability is crucial to address fluctuations in 

network conditions and traffic patterns in real time by employing adaptive routing algorithms, dynamic 

resource allocation mechanisms, and software-defined networking (SDN) principles. Besides, increased 

adoption of cloud and edge computing plays a pivotal role in making network operations more agile, 

automated, and capable of meeting diverse demands. 

Essentials for a high-performance telecom network  

While superior networks are imperative for delivering excellent network coverage and performance to 

platforms for meeting their varied data requirements, building, maintaining, and upgrading such high-

performance telecom networks entail significant capital investments to ensure the network's reliability, 

capacity, and performance. Adequate spectrum allocation across different frequency bands is also crucial 

for providing the necessary bandwidth to support high-speed data transmission and communication 
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services. Besides, to ensure nationwide coverage, telcos require adequate permissions from state/local 

authorities to set up the requisite infrastructure and deploy networks, a process often complicated by 

authorities seeking unreasonable charges. Additionally, continuous investments are required for 

technology refresh and upgrade, to ensure that the networks can support the latest technologies and 

deliver desired outcomes. For example, with the advent of AI, investing in specialized components and 

technologies like graphics processing units (GPUs) has become a necessity, although it involves high costs 

for the telcos to implement in the networks as these are made-to-order equipment, with long waiting 

period and advance payments made for procurement.  

Challenges for networks  

Networks by themselves have limited possibilities for monetization, as their coverage across the country 

will eventually reach saturation. Further, the resulting revenue from network services (ARPU) depends 

largely on the subscriber base or user population, which cannot grow exponentially. However, the high 

costs associated with creating, operating, maintaining, and upgrading networks continue to move 

northwards as demand for bandwidth and the data traffic increases. 

Overcoming network setbacks  

In such a situation, it becomes imperative for stakeholders benefitting most from telecom networks to 

contribute responsibly and equitably toward their costs, ensuring sustainability. Large traffic generators 

(LTGs), which generate disproportionate volumes of traffic and enjoy a free ride over the networks, should 

especially contribute to this purpose. This will help ease the burden on Telecom Service Providers (TSPs), 

allowing them to invest in future upgrades and ensure the viability of the telecom sector.  

Deploying 5G in remote areas is also an expensive and business-wise unviable proposition as the scarce 

population and resulting low Rol do not justify the deployment costs. The government can play a crucial 

role here by incentivizing telecom networks through tax incentives and subsidies. Further, local bodies 

should consider the larger benefits of telecom connectivity for overall socio-economic development of 

the region rather than treating this as a money-minting opportunity. This approach will foster digital 

inclusion and equitable access to high- speed connectivity across the nation.  

Conclusion  

5G has been the mobile broadband technology with the fastest uptake in India and is pegged to be the 

catalyst to propel the vision of Digital India forward. While that is something to rejoice in, monetization 

of 5G is the need of the hour. The biggest value proposition of 5G lies in ushering innovative use cases 

across industries. Concerted efforts from government bodies, local authorities, and industry stakeholders 

are essential to overcome challenges, promote digital inclusion, and harness the full potential of 5G for 

the benefit of all. 
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World Telecom Day 2024: Achieving sustainability goals in India 

with 5G, futuristic technologies 
ET Telecom - 17th May 2024 

Digital technology acts as the cornerstone of sustainable development across economies. This is especially 

true for India, a country with complex socio-economic patterns, yet abundant in technology talent, 

especially among the young generation. Thanks to the digital strategies adopted by the Government with 

a focus on fostering innovation and inclusivity, India has ascended to become the third largest digitalised 

country in the world, only behind the USA and China. The visionaries in India have also embarked on 

diverse projects with ICT as the foundation, holding the potential to build a sustainable economy and 

elevate India’s status as the third largest economy by 2027.  

Achieving Sustainable Development Goals with Mobile Internet  

The United Nations has stated that affordable Internet access is a basic human right and a key component 

of achieving its 2030 Sustainability Development Goals (SDGs). GSMA’s 2023 Mobile Industry Impact 

Report further validates that countries with higher levels of mobile connectivity have achieved greater 

progress towards meeting the SDGs, and they are also leading in SDG implementation. With India’s mobile 

Internet adoption growing at tremendous speed, we are getting closer to achieving the SDGs.  

Mobile data traffic in India reached 17.4 EB per month in 2023 with a CAGR of 26% over the last five years. 

Now, 5G is set to introduce a new-age digital revolution, driven by the increasing data consumption 

pattern and the evolving use cases. As per the latest Nokia MBiT Index, in 2023, 5G users in India used 3.6 

times more data on average as compared to 4G users, and average monthly mobile data traffic per user 

grew 24% year-on-year in 2023 to 24.1 GB.  

While the digital journey looks highly prospective for India, challenges still persist. While expansive and 

ubiquitous mobile connectivity for all citizens across the country is desirable and relentless efforts are 

being made by the industry to facilitate the same, it cannot happen without cooperation and collaborative 

efforts at the ground level. Adequate spectrum at reasonable rates across different frequency bands, such 

as the potent 6 GHz band, is crucial for providing the necessary bandwidth to support high-speed data 

transmission and communication services across the vast expanse of India. Besides, in addition to the 

exponential prices paid for spectrum, deploying telecom networks and their maintenance, upgrade, 

regular technology refresh, etc. lead to heavy investments for the telcos, aggravated further by the 

continuously and disproportionately increasing data traffic generated especially by the Large Traffic 

Generators (LTGs). Therefore, it becomes imperative that stakeholders benefitting most from telecom 

networks, like the LTGs, contribute responsibly and equitably towards their costs, ensuring sustainability 

and viability of the telecom sector.  

Moreover, to ensure nationwide coverage, telcos require adequate permissions from state/local 

authorities to set up the requisite infrastructure and deploy networks, a process often complicated by 

authorities seeking unreasonable charges. It is imperative that local bodies bear in mind the larger 

benefits of telecom connectivity for overall socio-economic development of their region, rather than 

treating this as a money-making opportunity. This approach will foster digital inclusion and equitable 

access to high-speed connectivity across the nation.  

https://telecom.economictimes.indiatimes.com/blog/achieving-sustainability-goals-in-india-with-5g-and-futuristic-technologies/110193020?utm_source=whatsapp_web&utm_medium=social&utm_campaign=socialsharebuttons
https://telecom.economictimes.indiatimes.com/blog/achieving-sustainability-goals-in-india-with-5g-and-futuristic-technologies/110193020?utm_source=whatsapp_web&utm_medium=social&utm_campaign=socialsharebuttons
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To bridge the digital divide and make high-speed mobile internet accessible to all is the priority for India. 

With ubiquitous mobile connectivity, mobile-enabled services will become accessible to the needy. 

Advanced technologies like AI and Internet of Things (IoT) can catalyse the progress across sectors and 

help the country achieve the SDGs faster.  

5G and Emerging Technologies for a Greener World  

With telecom acting as the central nervous system enabling communications and connectivity, 

telecommunications infrastructure gains relevance as a sustainable investment. As per a World Bank and 

ITU study, it is estimated that telecom operators generated 133 MtCO2e of operational emissions in 2022, 

accounting for only 0.4 percent of total global GHG emissions from energy. With the imminent 

proliferation of the present 5G and future 6G technologies and their diverse applications, this figure is 

poised to surge. However, while the overall power consumption of 5G base stations is estimated to be at 

least twice that of 4G, and higher in sites which operate in multiple frequencies, 5G networks would use 

less energy to transmit the same amount of data compared to 4G. Ericsson estimates that a 5G system 

can carry 10 times the volume of data traffic than a 4G system with no net increase in energy consumption.  

With energy accounting for approximately 20% of the telcos’ opex, the concept of sustainable next-

generation network technologies gains further relevance for them. Enter green telecom networks, a 

transformative concept that places energy efficiency, carbon emissions reduction and long-term 

sustainability at the forefront of its operations. Fundamentally, such networks focus on using energy-

efficient hardware, optimizing network infrastructure and implementing power-saving features. They also 

rely on renewable energy sources to reduce reliance on fossil fuels. The industry is also working on intent-

driven automated network architecture that is able to orchestrate existing and new functionality. These 

software-defined smart and intelligent power solutions can dynamically adjust network resources and 

reduce energy consumption.  

The latest generation telecom networks also indirectly contribute to SDGs by introducing innovative 

solutions to foster green operations across other sectors. For example, 5G, with its higher speed, lower 

latency and enhanced capacity, enables a range of sustainability-focused applications, such as smart grids 

for energy optimization, connected sensors for precision agriculture and IoT-based solutions for energy-

efficient buildings.  

Cellular-connected production management systems and IoT tracking powered by 5G have the potential 

to enhance efficiency in factories and warehouses. Furthermore, initiatives like connected cars and smart 

buildings powered by 5G introduce new avenues for reducing carbon emissions and combatting climate 

change. More importantly, 5G has the ability to power AI solutions with far higher energy efficiency 

compared to 4G. To cite a global scenario, Ericsson estimates that by 2030, connectivity could lead to 

reducing EU emissions by approximately 550 MtCO2e, equivalent to 15 percent of the EU's total emissions 

in 2017; and a further 55–170MtCO2e of emissions savings per annum would be possible with the 

implementation of 5G technology.  

With climate change taking centre stage in industry discussions over and over again, it’s time to invest in 

pragmatic solutions that help address this global crisis. 5G, in tandem with advanced technologies like AI 

and IoT, can lead to diverse applications that can directly impact sustainability metrics. Meanwhile, 

operators need to continue to invest in innovative and automated solutions that can optimize their 

network investments and reduce energy consumption and thereby, cost. 
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Preparing India’s workforce for 5G and the leap to 6G era 
Voice&Data Magazine - August 2024 

 

 

https://www.voicendata.com/telecom/preparing-indias-workforce-for-5g-and-the-leap-to-6g-era-6938160
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Essentials for an effective AI mould for India 

The Financial Express - 8th April 2024 

 

 

  

https://www.financialexpress.com/opinion/essentials-for-an-effective-ai-mould-for-india/3449438/
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Telecommunications: The cornerstone for AI for Good, 

responsible regulations & cybersecurity 
ET Government - 9th October 2024 

As the world gains more intelligence ‘artificially’, there is nothing impossible ‘virtually’. Artificial 

Intelligence (AI) and Machine Learning (ML) have become integral parts of almost all sectors worldwide, 

India being no exception.  

IDC anticipates that AI spending in India will surpass $512 billion by 2027. While AI/ML technologies have 

immense potential to drive innovation and growth, the United Nations Resolution on Artificial Intelligence 

has recognised that unethical and improper use of AI systems would impede the achievement of the 2030 

Sustainable Development Goals (SDGs).  

Since the telecommunication industry has played and continues to play a crucial role in the development 

of the AI technologies, it is also at the vanguard of ensuring the ethical use of these technologies, 

facilitating AI for good. Worldwide, the telecommunications industry is developing AI-driven solutions, 

including AI-powered threat detection and automated response systems, while also spearheading the 

formulation of regulations aimed at creating a sustainable AI ecosystem.  

AI: Boon or Bane?  

Cybercriminals are increasingly using AI to launch sophisticated masquerading techniques, capable of 

deceiving even the most discerning brains. For example, in phishing attacks, they create fake emails 

perfectly mimicking the communications style of the target institution, with all personalized details 

harvested from social media and other sources.  

The communication looks so authentic that even the employees of the same organization fail to recognize 

it and fall victim to the deceptive messages. Scammers are also leveraging deepfakes to dupe people and 

organizations in order to exhort money and do other harms. The exploding popularity of AI applications 

has thus created a sense of urgency among authorities to devise necessary policies to prevent their 

misuse.  

Considering the fact that AI-powered threats will remain a major challenge into the foreseeable future, 

industry experts advise that defenders focus on preparing for a world where threats are unique and are 

coming faster than ever before.  

The silver lining is that AI itself provides solutions to counter these challenges and humanity strives to 

harness its potential faster than the foes.  

Telecommunications Sector Driving Responsible AI Regulation  

As the providers of digital communications infrastructure, telecommunications service providers (TSPs) 

are at the forefront in devising responsible AI regulations.  

The Global System for Mobile Communications Association (GSMA), which represents the interests of 

mobile network operators worldwide, has recently launched the first industry-wide Responsible AI (RAI) 

Maturity Roadmap to provide telecom operators with the tools and guidance to test and assess their 

responsible use of the technology. Previously, GSMA launched the AI for Impact initiative wherein it 

https://government.economictimes.indiatimes.com/blog/telecommunications-the-cornerstone-for-ai-for-good-responsible-regulations-cybersecurity/114052481
https://government.economictimes.indiatimes.com/blog/telecommunications-the-cornerstone-for-ai-for-good-responsible-regulations-cybersecurity/114052481
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collaborated with partners across the public and private sectors to commercially scale responsible AI for 

a better future.  

Major consultations are going on to set up a regulatory framework for AI globally, with some of them 

already enacted into law. For example, on August 1, 2024, the European Union's AI Act came into force, 

setting comprehensive regulations for AI systems across the EU.  

In India, The Telecom Regulatory Authority of India (TRAI) last year recommended that the Artificial 

Intelligence and Data Authority of India (AIDAI) be set up as an independent statutory authority supported 

by a multi-stakeholder advisory body. TRAI also proposed a risk-based regulatory framework to categorize 

and regulate AI use cases, especially those with direct human impact.  

In an attempt to tackle the growing menace of deep fake content on social media, the Ministry of 

Electronics and Information Technology (MeitY) released a draft of an upcoming law which decrees social 

media platforms such as Facebook, Instagram, YouTube and X to include watermarks and labels on AI-

generated content.  

On the occasion of the first foundation day of the Indian Cybercrime Coordination Centre, the Hon’ble 

Home Minister Shri Amit Shah launched the Cyber Fraud Mitigation Centre (CFMC), a consortium formed 

by the representatives of major banks, financial intermediaries, payment aggregators, TSPs, IT 

intermediaries and States/UTs’ Law Enforcement Agencies (LEAs), to curb cyber crimes using AI.  

AI for Sustainability: the Greater Good  

Apart from effectively managing cyber threats, AI is being used for building sustainable telecom networks. 

The telecom industry in India has adopted the greener networks strategy in order to save costs and 

achieve UN SDGs. A Nokia report states that approximately 85% of the energy for networks is not used 

productively.  

With AI, network provisioning can become more intelligent, leading to significant savings on resources. As 

per Nokia estimates, AI powered networks can reduce energy consumption by up to 30%, cutting CO2 

emissions and cooling costs by 70%. With these insights, TSPs in India are collaborating with tech giants 

to take advantage of these technologies.  

Building a Promising Future with AI  

While the telecommunications industry is rapidly evolving by integrating next-generation technologies 

like AI and ML to combat cybercrime and develop sustainable networks, its initial goal was to improve 

customer experience.  

Now that there is conscious understanding of the potential AI/ML technologies possess, more such use 

cases will evolve and the telecommunications industry will continue to propel that course of innovation, 

setting standards and regulations wherever required. 
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Edge AI and its impact on network infrastructure 
Communications Today - 7th July 2024 

The incredible advancements in communication technologies and rapid proliferation of smartphones, IoT 

devices, 5G networks, and real-time data processing have led to an unprecedented surge in data 

generation. Trillions of data bytes generated at the edge of networks has put massive pressure on 

traditional cloud-based infrastructure, resulting in network congestion, latency, bandwidth, and security 

concerns. To address these challenges, a groundbreaking computation paradigm edge computing has 

emerged. By steering away data processing from centralized and cloud-based systems toward the 

peripheries of the network, edge computing ushers in a seminal shift, aiding faster data processing and 

transmission, as well as operational efficiency. With artificial intelligence (AI) systems evolving rapidly, 

and dramatically improving processing speeds, the convergence of AI and edge computing or edge AI 

presents unprecedented opportunities.  

The rise of edge computing  

The present advanced Internet-abled gadgets like surveillance, virtual reality, and real-time traffic tracking 

require quick processing and fast responsive gadgets. Edge computing satisfies these demands through 

strategic deployment of data processing capabilities in close proximity to the source of data generation, 

such as local edge servers or IoT devices, rather than relying on centralized data processing warehouses 

or cloud data centers. By reducing the need for extensive data transfers to centralized cloud 

environments, edge computing offers a multitude of business benefits, including faster data processing 

and insights generation, reduced latency, better response times, and enhanced bandwidth availability.  

With so much data to handle on a daily basis, a major question arises how does edge computing work? 

Edge computing uses small, low-power devices called edge devices to extend the cloud capabilities to the 

edge of networks to execute computationally rigorous errands, and stock large quantities of data in closer 

proximity to the data handlers. It is like having mini data centers right where the action is happening. They 

intercept streams of data and act upon them in situ, either returning results directly to users, sending 

commands to machinery, or relaying refined insights to cloud central servers for further processing. This 

reduces strain on the network and allows for quicker analysis and response times.  

The dance between edge computing and cloud computing  

Here an important question arises will edge computing replace cloud computing? Well, to be fair, edge 

computing complements cloud computing by addressing the inherent limitations of relying solely on 

centralized cloud servers. This proximity is critical especially for applications that require instant analysis 

and feedback, such as autonomous vehicle navigation systems, real-time surveillance, and on-site 

industrial process controls. 

However, in many cases, the two have a symbiotic relationship. For instance, services, such as web hosting 

and IoT, benefit greatly from edge computing when it comes to performance and initial processing of 

data, but still require a robust cloud backend for things like centralized storage and data analysis. The 

cloud continues to provide powerful, centralized resources for heavy lifting, such as big data analytics, 

long-term storage, and complex computations that do not require immediate response times. This dual 

approach ensures that applications can leverage the right kind of computing power at the right time, 

optimizing both efficiency and performance.  

https://www.communicationstoday.co.in/edge-ai-and-its-impact-on-network-infrastructure/
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Transition of AI to leverage edge computing  

The evolution of AI technologies has ushered in a new era of computational paradigms, transforming 

various sectors, including telecommunications. As technology advances and demand for low-latency and 

high-bandwidth applications continue to surge, traditional cloud-centric Al architecture faces inherent 

limitations in meeting these requirements, especially with the global deployment of 5G.  

As per Gartner, by 2025, the creation and processing of 75 percent data owned by enterprises will take 

place outside data centers or cloud. As a result, AI technologies are moving to the edge, processing 

datasets much closer to the devices, applications, and users, where data is generated. AI, together with 

edge computing, can handle these tasks, converting raw data into actionable insights in an efficient and 

cost-effective manner.  

AI at the edge - A game changer  

Edge AI combines two pivotal technologies in today's digital transformation era edge computing and 

artificial intelligence. In this paradigm, Al algorithms are deployed either directly on edge devices or on 

the servers closer to the devices, enabling real-time data processing, without relying on cloud 

connectivity. This represents an efficient alternative to traditional Al frameworks that rely heavily on 

central cloud computing environments.  

Edge AI harnesses machine learning (ML) models capable of operating independently or in tandem with 

cloud resources. These models are trained using vast datasets in the cloud and then subsequently 

deployed to edge devices, where they analyze and infer data in real time. For example, when a user 

communicates something to Alexa or Google, voice recordings are processed within the edge network, 

using AI to convert speech to text, and responses are generated accordingly.  

This convergence of edge computing and AI will be enhanced by advancements in hardware in future, 

through specialized Al chips and neural processing units (NPUs), which will empower edge devices to 

perform complex computations faster and in an efficient manner. This capability enables faster decision 

making, enhancing the efficiency of various network applications. 

Edge AI revolutionizing computing  

Edge AI represents a transformative leap in computing by significantly enhancing decision making and 

responsiveness through local data analysis, thereby reducing response times. This low-latency processing 

is crucial for applications, such as autonomous vehicles, where split-second decisions can be life-saving, 

and in industrial settings where AI-powered edge devices predict equipment failures to minimize 

downtime and maintenance costs. Moreover, processing data at the edge alleviates network bandwidth 

strain by transmitting only essential insights instead of large amounts of raw data to the cloud, reducing 

transfer costs and congestion, and ensuring network scalability as IoT devices proliferate.  

Edge AI also enhances privacy and security by keeping sensitive data closer to its source, reducing risks of 

breaches in healthcare, banking, and smart home applications. It addresses data privacy concerns by 

minimizing data transmission to the cloud. The deployment of AI models on edge devices allows for 

greater scalability and flexibility in network infrastructure, enabling localized processing, and adaptation 

to changing demands by adding more devices as needed. This decentralized approach prevents the need 

for overhauling entire infrastructures. Further, edge AI is energy-efficient, optimizing power consumption 
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and extending battery life for remote IoT devices, making it suitable for various applications and 

environments.  

Future of edge AI  

The future of edge AI promises transformative impacts across industries, driven by increased adoption, 

advanced hardware, and robust frameworks. According to Fortune Business Insights, the global edge Al 

market is poised for significant growth, with a valuation of USD 24.2 billion in 2024 and projected to reach 

USD 54.7 billion by 2029, growing at a CAGR of 17.7 percent during the forecast period. The rapid growth 

of IoT devices across various industries, including smart homes, industrial automation, healthcare, 

agriculture, and transportation, has been a significant driver for edge AI hardware.  

In healthcare, edge AI will enable real-time patient monitoring and diagnostics, thereby enhancing 

treatment outcomes, while in agriculture, it will optimize resource allocation and crop management. 

Smart cities are poised to benefit from edge AI through improved traffic management, enhanced public 

safety measures, and greater energy efficiency. The future will also see closer collaboration between edge 

and cloud environments, with edge devices managing real-time processing and cloud handling AI model 

training, updates, and large dataset storage. This hybrid approach ensures optimal performance and 

scalability. 

As edge AI matures, we can expect the evolution of its frameworks that will simplify AI model deployment 

and management, accelerating adoption across sectors. Besides, improved interoperability and 

standardization will facilitate seamless integration of AI capabilities into existing edge solutions. As edge 

AI continues to evolve, its impact on network infrastructure will be profound. Networks will need to 

support increased demand for low-latency, high-bandwidth connections, driving the development of 

more resilient architectures with improved connectivity options, including 5G and beyond.  

Despite such progressive technological advancements, challenges, such as ensuring data security and 

privacy, establishing standardized protocols, and managing the lifecycle of AI models, need to be 

addressed. Organizations have to implement robust security measures to protect edge devices from cyber 

threats and develop efficient mechanisms for model updates and monitoring. Additionally, regular 

updates and retraining of Al models deployed at the edge will be essential for maintaining accuracy and 

relevance over time, necessitating efficient deployment, monitoring, and updating mechanisms by 

organizations.  

The way forward  

Edge AI marks a notable advancement in computing evolution. By embedding AI capabilities into edge 

devices, organizations can unlock new possibilities for real-time data processing, enhanced decision-

making and improved user experiences. The impact on network infrastructure will be profound with 

reduced latency, increased efficiency, and greater scalability. As technology continues to advance, the 

potential of edge AI will expand further, revolutionizing industries and reshaping the future of computing. 
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Recipe for AI: Regulation & benchmarking 
The Financial Express - 10th July 2024 

  

https://www.financialexpress.com/opinion/recipe-for-ai-regulation-amp-benchmarking/3548834/
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Harnessing the Power of Terahertz Technology in ICT  
Voice&Data Magazine - March 2024 

 

https://myimpact.in/index.php?page=Nclipj&id=60e81f621aa1246cc830d365daef437e&id2=cbe031e1058b9633af514c3911077bd1&id3=0dabc439a242a68ff253db58ba3dcf41
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Revolutionizing healthcare via telecom - Through telemedicine 

and beyond 
Communications Today - September 2024 

The telecom industry has always been at the forefront of technological advancements. From the early 

days of 2G and 3G to the more recent 4G, each generation has brought about a significant shift in the way 

we communicate, work, and live. However, it is the transition from 4G to 5G that has truly opened the 

floodgates of innovation, propelling various sectors, including healthcare, into a new realm of possibilities.  

The development of the fifth-generation wireless networks, with its ultra-fast speeds, low latency, and 

massive connectivity, has become the backbone of the emerging digital ecosystem, fuelling seamless 

integration of a wide array of technologies, including Internet of Things (IoT), artificial intelligence (AI), 

machine learning (ML), and big data analytics, all of which are now being harnessed to improve efficiency, 

productivity, and service delivery across industries.  

These developments can potentially address some of the most urgent challenges facing healthcare 

providers and policy makers including universal, equitable, and sustainable healthcare. Together, the 

entire cohort of technologies spawned by 5G can fundamentally change screening, diagnosis, and 

monitoring of diseases, enable more accurate profiling of disease progression and further refine health 

treatments.  

The rise of telemedicine  

Telemedicine, the practice of providing medical care remotely, using telecommunications technology, has 

been on the rise for several years. The Covid-19 pandemic accelerated its adoption as patients and 

healthcare providers sought ways to minimize in-person interactions while still ensuring access to medical 

care. Even after the height of the pandemic, telemedicine has remained a critical component of healthcare 

delivery, particularly for patients in remote or underserved areas.  

However, the limitations of pre-existing networks had sometimes hampered the full potential of 

telemedicine and beyond. Issues like high latency and limited bandwidth have posed challenges, 

particularly for more complex applications such as real-time video consultations, remote surgeries, and 

large-scale data transmission.  

The role of 5G in healthcare  

5G technology brings several critical advancements to telemedicine, including ultra-low latency, which 

enables near-instantaneous communication between devices vital for real-time data transmission and 

related diagnostics. It also offers high-speed data transfer, with speeds up to 100 times faster than 4G, 

allowing rapid transmission of large files like high-definition medical images or videos. Additionally, 5G's 

increased bandwidth can support a massive number of connected devices simultaneously without 

compromising performance, which is especially beneficial in hospitals or urban settings. Furthermore, 

network slicing allows for the creation of multiple virtual networks within a single physical 5G network, 

ensuring that critical healthcare applications receive the necessary resources. 

 

 

https://www.communicationstoday.co.in/revolutionizing-healthcare-via-telecom-through-telemedicine-and-beyond/
https://www.communicationstoday.co.in/revolutionizing-healthcare-via-telecom-through-telemedicine-and-beyond/
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5G in telemedicine and beyond  

The unique capabilities of 5G make it exceptionally well-suited for telemedicine, enhancing both the 

quality and accessibility of healthcare services. Here's how 5G aligns with the specific needs of 

telemedicine:  

Real-time remote consultations and diagnostics. One of the primary benefits of 5G in telemedicine is the 

ability to conduct real-time remote consultations without the lag or connectivity issues often associated 

with older networks. For example, a doctor in a metropolitan hospital can seamlessly consult with a 

patient in a rural area, conducting virtual examinations and providing accurate diagnoses without the 

need for the patient to travel. 

Moreover, 5G's low latency is particularly beneficial in telemedicine applications where timing is critical, 

such as in emergency situations or during virtual consultations that require real-time analysis of high-

definition video or medical imaging.  

Remote patient monitoring and chronic disease management. Remote patient monitoring is a cornerstone 

of modern telemedicine, allowing healthcare providers to track patients' vital signs and health metrics 

continuously. With 5G, the data from wearable devices, home monitoring equipment or implanted 

sensors can be transmitted to healthcare providers in real time, facilitating immediate interventions when 

necessary.  

This is particularly important for managing chronic conditions, such as diabetes, heart disease, and 

hypertension, where ongoing monitoring can prevent complications and reduce the need for hospital 

visits. The reliability and speed of 5G ensures that this data is both accurate and timely, improving the 

overall quality of care.  

Tele-surgery and remote robotic procedures. One of the most exciting applications of 5G in telemedicine 

is in the field of telesurgery. The ultra-low latency and high reliability of 5G networks make it possible for 

surgeons to perform operations on patients located miles away, using robotic systems. This has enormous 

implications for access to specialized surgical care, particularly in remote or underserved regions where 

such expertise may not be readily available. Further, the flexibility offered by robotic telesurgery also leads 

to shorter waiting times for surgeries by enabling surgeons to operate on patients across different regions 

or time zones more efficiently.  

The precision and real-time feedback enabled by 5G ensure that remote surgeries are safe and effective, 

providing patients with access to life-saving procedures that might otherwise be out of reach.  

Virtual reality (VR) and augmented reality (AR) in telemedicine. The integration of VR and AR into 

telemedicine is another area where 5G is proving to be a game-changer. These technologies can be used 

for a variety of applications, from virtual consultations where doctors can interact with 3D models of a 

patient's anatomy, to training simulations for medical students and professionals. 

For instance, AR can overlay digital information onto the physical world during a telemedicine session, 

helping doctors to better diagnose and treat patients by providing visualizations of conditions and 

potential treatments. VR, on the other hand, can be used to simulate surgeries or other medical 

procedures, providing a realistic training environment that can be accessed remotely.  
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Enhanced data security and privacy. 5G's advanced encryption and network slicing capabilities provide 

enhanced security for telemedicine applications, addressing one of the primary concerns in the digital 

health space data privacy. As telemedicine involves the transmission of sensitive patient information, 

ensuring that this data is protected from breaches is crucial.  

Network slicing in 5G allows healthcare providers to create dedicated, secure channels for telemedicine 

applications, ensuring that critical healthcare data is isolated from other network traffic and protected by 

the highest levels of security. 

Emerging application areas of 5G in telemedicine and more. Beyond the immediate benefits, 5G is paving 

the way for innovative telemedicine applications that were previously unimaginable. Some emerging 

areas include: 

Al-driven diagnostics. 5G's ability to handle large datasets and connect numerous devices facilitates the 

integration of Al into telemedicine. Al can analyze patient data in real time, providing doctors with 

diagnostic insights or alerting them to potential health issues before they become critical. For example, 

various multi-specialty hospitals around the world are producing advanced learning algorithms to detect 

symptoms of various cancers, enhancing the preciseness and timeliness of diagnoses.  

IoT-powered healthcare ecosystems. The combination of IoT and 5G is revolutionizing healthcare by 

enabling the creation of highly interconnected ecosystems, where devices, sensors, and medical 

equipment communicate seamlessly. This integration allows for more coordinated and comprehensive 

patient care, with every aspect of a patient's health being monitored, analyzed, and managed in real time. 

From wearable devices that track vital signs to smart implants that transmit data directly to healthcare 

providers, this interconnected network ensures timely interventions and personalized treatment plans, 

ultimately leading to improved patient outcomes and a more proactive approach to healthcare. 

Smart ambulances and mobile healthcare units. 5G technology paves the way for the deployment of smart 

ambulances equipped with advanced telemedicine capabilities, allowing paramedics to consult with 

specialists in real time during patient transport. These smart ambulances can transmit critical data, such 

as EKG readings, patient vitals, and high-definition video feeds directly to hospital teams, enabling more 

informed decision making before the patient even arrives. Similarly, mobile healthcare units can bring 

high- quality medical care to remote and underserved communities, leveraging 5G to connect seamlessly 

with hospitals and specialists. This connectivity ensures that patients receive timely and expert care 

regardless of their location, bridging gaps in access and significantly enhancing emergency response and 

rural healthcare delivery.  

Conclusion  

The deployment of 5G technology is setting the stage for a new era in telemedicine, where the barriers of 

distance, time and resources are being dismantled. The unparalleled speed, reliability, and security 

offered by 5G make it ideally suited for telemedicine applications, from routine remote consultations to 

complex robotic surgeries. As 5G continues to expand, it will unlock new possibilities for healthcare 

delivery, making high-quality medical care more accessible and effective than ever before.  

In the coming years, as 5G networks become more widespread, we can expect to see telemedicine evolve 

into an even more integral part of the healthcare ecosystem, driving innovation and improving health 

outcomes on a global scale. 
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A telecom puzzle: Data boom beyond metro cities  
Deccan Herald - 22nd September 2024 
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Telcos to Techcos: Gearing Up For A Tectonic Shift 
Voice&Data Magazine - October 2024 
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India’s strides towards the design and component ecosystem in 

telecom 
The Pioneer - 21st October 2024 
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The debate over private networks in India: A nuanced review 

ET Telecom - 19th March 2024 

The advent of 5G technology marks a new era in wireless communications, boasting high speeds, low 

latency and extensive device connectivity. Private 5G networks have garnered global attention across 

sectors, promising tailored configurations to revolutionize industries from manufacturing to healthcare 

and beyond. In the Indian context though, deploying and operating these networks come with some 

critical considerations.  

The topmost question: Whether private networks are required in India?  

In the 4G era, integrating machines and humans was not feasible, leading to the preference for Wi-Fi for 

machines and mobile for humans. With 5G, seamless integration between humans and machines is 

achievable on a larger scale, enhancing efficiency and productivity for enterprises. This underscores the 

necessity for private 5G networks in India.  

Whether private networks should be operated directly by enterprises, or should they be managed by the 

Telecom Service Providers (TSPs), who have inherent expertise in the technology.  

The flavour of private 5G networks depends entirely on the environment, geography and availability of 

public networks in the vicinity of the facility. Isolated private captive networks are required where there 

is a huge deviation of availability/quality of telecom service in the area, i.e., where there is either no 5G 

network or where it is not technically possible to meet the demands imposed by the private network 

envisaged.  

The Unique Indian Context  

India’s extensive telecom connectivity challenges the premise that isolated private captive networks are 

necessary or even feasible for most enterprise scenarios. India boasts of widespread telecom coverage, 

leaving little justification for enterprises, especially in industrial/business hubs, to establish isolated 

networks.  

Importantly, with the Hon’ble Prime Minister of India Shri Narendra Modi’s vision and drive to enable 5G 

connectivity to all corners of the country, the private networks derived from the TSPs can meet the SLAs 

of the enterprises at operational costs only, via technically robust networks deployed and operated by 

them, without the additional burden on the enterprise to manage a complex network which is outside 

their domain of expertise.  

Therefore, the need for isolated private captive networks is confined to very few areas with exceptional 

geographical or social constraints. For example, mining companies often have their installations in hard-

to-reach areas yet to be covered by public networks. Like in Indonesia, Telkomsel installed a private 5G 

network for PT Freeport at the Grasberg mine in the Papua region. However, in this case too, the expertise 

of a Telecom Service Provider – Telkomsel, was used to set up this network with critical requirements.  

Operational Challenges  

The allure of an isolated private captive network managed by an enterprise itself is marred by several 

technical and operational challenges. First, the expertise required to design, deploy and manage a telecom 

network is highly specialized, and few enterprises possess such capabilities in-house.  

https://telecom.economictimes.indiatimes.com/news/industry/the-debate-over-private-networks-in-india-a-nuanced-review/108601984
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Another important aspect is that of technology refresh. TSPs keep upgrading their networks at pace with 

the advancements in technology across the globe, a practice that might not be economically viable for an 

isolated private captive network. This presents a risk of technological obsolescence, whereby such private 

captive networks may fall behind, leading to inefficiencies and reduced performance over time, defeating 

its very purpose of achieving enhanced performance. Moreover, outdated hardware or software, if used 

by such isolated private captive networks, can become vulnerable if they do not undergo consistent 

security updates. 

 A crucial point to remember is that an isolated private captive network would have to bear the costs of 

capex, opex, technology, refresh, and conformity to security, regulatory and policy related expenses 

(which would be over and above the opex). It may also require the enterprise to create a pseudo-TSP type 

organisation within its folds. There have been instances where enterprises, who tried to manage their 

private captive networks by themselves, have gone back to the TSPs after a while, as they found out that 

it is a complex mechanism which is best left to be managed by the professionals, and is more cost-efficient 

that way.  

Technical Considerations  

The isolated private captive network does not eventually connect to the external network/PSTN, in 

contrast to the one provided by TSPs which would facilitate the same. It is impractical to suppose that the 

operations and outcomes of a private network, would remain locked and not be used thereafter for 

communications with the external world, other offices, HQ, etc. It is imminent that an external network 

would eventually be used to utilise the results of the working of the private network to be shared with 

some entity, whether for business purposes or otherwise.  

On the other hand, TSP-managed private networks, derived from public networks using tech derivatives 

like network slicing or radio segmentation, can offer assured quality and service parameters without 

requiring additional capex from the applicant enterprise. TSPs will be able to deliver 5G services using low, 

mid and high band frequencies to support the full range of industrial use cases across local and wide area 

deployments via:  

• Network slicing – to offer differentiated QoS as per enterprise needs.  

• Spectrum leasing – A carefully planned spectrum leasing approach can be a viable option for 

supporting verticals who want to build private networks.  

• Higher bandwidth use-cases or device densities with access to wider spectrum – Use cases that 

may require network access outside of the confines of the industrial campus with service 

continuing onto the public network.  

Further, in a densely populated country like India, managing/controlling the interference or spillover of 

the in-campus private network spectrum frequency into the unintended external public network area is 

also a major technical challenge. It may be easier for the TSP which owns both the networks to demarcate 

and prevent such mishaps.  

Last but not the least - Security, Regulation and Policy to govern such networks. The aspect of security is 

paramount in this debate. While telecom networks and TSPs adhere to stringent security measures 

mandated by the regulatory framework in India, isolated private captive networks currently lack such 

regulations. Similar to the unregulated OTT vertical, they pose a serious threat to national and citizens’ 
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security, potentially compromising vital facilities and systems. Policymaking in this domain must prioritize 

national security above everything else, recognizing the risks associated with unregulated private captive 

networks.  

The Way Forward  

Considering the above, TSP-operated private networks emerge as a pragmatic and secure solution for 

India. These networks also mitigate security risks and support national initiatives like 'Make in India', by 

bringing the telecom networks containing the marketplace and the knowledge repository to the 

entrepreneurs and startups, thus promoting ease of access and facilitating the growth of this vital 

ecosystem in the country. These entities, in turn, would drive innovations and solutions, enhancing 

efficiencies and accelerating Industry 4.0 in India.  

While the global momentum towards private 5G networks is undeniable, the Indian context demands a 

tailored approach that balances operational autonomy with technical feasibility, security and regulatory 

compliance. As India strides forward in its digital journey, it must navigate such debates with a strategic 

vision that ensures technological empowerment without compromising on the critical aspects of national 

development, security and equity.  
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Telecom sector must get a fair share   
The Financial Express - 7th September 2024 
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Navigating the complex cybersecurity terrain 

Voice&Data Magazine - January 2024 
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Telecom for optimizing digital infrastructure and national 

security in India  
Communications Today - 1st November 2024 

Telecom infrastructure underpins a vast range of digital services that drive economic growth, improve 

social inclusion and enhance public service delivery. However, with the rapid expansion of digital 

infrastructure, arises critical challenges for the telecom sector, especially in emerging technologies with 

complex cyber threats which have to be tackled, in order to shape the future of national security. At the 

same time, it would be critical to protect public and critical assets as well, while safeguarding security.  

Building a resilient digital infrastructure  

India's digital landscape is built on the foundation of robust telecom infrastructure, which includes 

essential components such as telecom towers, fiber-optic networks, GPUs, data centers, servers, switches 

and radio communications which have enabled its advancements in 4G, 5G and now, heading towards 6G. 

As digital services increasingly drive everyday transactions and interactions, telecom operators must 

ensure their networks are equipped to manage and secure the exponential growth in data traffic  

• Software-defined infrastructure (SDI): The adoption of software-defined elements has 

transformed telecom networks by enhancing their flexibility, scalability and automation. With SDI, 

telecom networks can dynamically allocate resources, quickly adjusting to traffic demands and 

providing high-speed connectivity to underserved areas. However, the programmable nature of 

SDI introduces vulnerabilities that can make networks more susceptible to cyber threats. Each 

new endpoint added to the network expands the attack surface, requiring robust cybersecurity 

protocols to prevent unauthorized access and safeguard user data.  

• Cloudification and edge computing: The shift towards cloud and edge computing has further 

optimized network operations. By moving data processing closer to the data source (edge), 

telecom providers can reduce latency, improve service reliability and enhance user experience. 

Cloudification enables telecom networks to be more responsive to demand surges, improving 

quality of service (QoS) for customers. However, cloud and edge computing also expand the attack 

surface, as data must travel across multiple points, each requiring security protocols. Edge 

devices, operating outside central network protections, are vulnerable to interception or 

manipulation, making continuous threat monitoring essential.  

• Digitalization in data management: Digitalization has revolutionized how telecom providers 

store, manage, and process data. Centralized storage offers easy monitoring and streamlined 

control, while decentralized storage enhances resilience by distributing data across nodes, 

reducing single points of failure. Yet, both methods present unique risks: centralized storage may 

become a high-value target for cyber-attacks, while decentralized systems complicate control and 

require sophisticated encryption to secure data across multiple access points. 

Evolving cybersecurity risks in a digitalized ecosystem  

Digitalization and the proliferation of connected devices create both opportunities and risks. As telecom 

networks support a range of legacy systems (1G and 2G) alongside more advanced technologies (3G, 4G 

and upcoming 5G and 6G networks), the number of exploitable endpoints continues to grow. This 

https://www.communicationstoday.co.in/telecom-for-optimizing-digital-infrastructure-and-national-security-in-india/
https://www.communicationstoday.co.in/telecom-for-optimizing-digital-infrastructure-and-national-security-in-india/
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heterogeneous network environment presents complex security challenges that telecom providers must 

manage effectively to prevent cyber threats.  

• Zero trust security model: The Zero Trust model has emerged as a key framework for securing 

telecom networks. Zero Trust security ensures strict identity verification at various levels, 

reducing data breaches by limiting access, continually verifying users/devices and protecting 

sensitive resources. It also enforces continuous monitoring, multi-factor authentication and 

micro-segmentation, which prevents widespread damage in the event of a breach and supports a 

more resilient security posture.  

• Policy-driven security management: Rather than relying solely on legislative frameworks, 

telecom security must be guided by adaptable, policy-driven mechanisms that evolve with 

technological advancements. Measures such as Central Know Your Customer (C-KYC) processes, 

blockchain applications and Al-driven monitoring allow telecom providers to detect and respond 

to threats in real-time. Blockchain can enhance transaction integrity, while tokenization ensures 

that user data remains protected during transmission. This policy-driven approach provides a 

dynamic defense against evolving threats, better suited to the rapid pace of digitalization.  

• Citizen safety and public security: Beyond network security, telecom infrastructure plays a pivotal 

role in supporting public safety and emergency response systems. Through real-time surveillance, 

disaster recovery networks and public awareness platforms, telecom networks help protect 

citizens during critical situations. During natural disasters, for example, telecom providers can 

enable quick dissemination of alerts, while data from connected devices aids emergency 

responders by providing real-time situational information. This ensures that telecom networks 

are not only operationally efficient but also critical enablers of public security.  

National security imperatives for telecom  

Telecom networks support an extensive range of critical services across defense, healthcare, energy, 

finance, and government sectors, making them integral to national security. As India's digital 

infrastructure expands, telecom networks must be equipped to protect these critical assets from 

interference or cyber threats that could disrupt essential services or compromise sensitive data.  

• Protecting critical assets: Telecom networks are increasingly vital for secure communications 

within critical sectors, such as defense, power, and emergency services. Advanced protective 

measures, including signal intelligence (SIGNT), internet protocol security (IPSec), network slicing, 

and intrusion-detection systems (IDS) enable telecom providers to secure both civilian and 

military networks. Network slicing, for instance, creates dedicated network segments for sensitive 

services, isolating them from public networks and enhancing security. These protocols ensure that 

mission-critical communication remains uninterrupted and secure, even in times of national crisis.  

• Environmental monitoring and disaster preparedness: Telecom plays a key role in developing 

environmental monitoring systems and disaster response frameworks. IoT-based sensors 

deployed by telecom networks can monitor environmental conditions and send real-time data to 

government agencies, allowing for early warning and rapid response in case of natural disasters. 

During emergencies, telecom providers enable resilient communication channels for emergency 

responders, reducing response times and ensuring the efficient coordination of resources.  
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• Proactive and reactive cyber defense measures: Protecting national security requires a 

combination of preventive and reactive measures that allow telecom providers to mitigate and 

respond to cybersecurity threats effectively. 

o Preventive measures: Telecom providers implement preventive security mechanisms, 

such as distributed denial of service (DDoS) mitigation, which includes rate limiting, traffic 

filtering, and scrubbing centers to prevent network overloads. Intrusion prevention 

systems (IPS), coupled with continuous network authentication protocols, further fortify 

telecom networks by blocking unauthorized access and detecting threats in real time.  

o Reactive response protocols: Establishing robust response protocols is essential for 

managing and mitigating the impact of cyber incidents. In the event of a breach, telecom 

providers must have predefined response plans to contain the threat, minimize damage 

and restore services as quickly as possible. Developing legal frameworks and response 

protocols with governmental collaboration allows telecom providers to respond 

effectively and ensure continuity of service, thereby protecting national interests.  

Future trends and the role of telecom in national security  

As India moves toward 5G and 6G, the role of telecom in optimizing digital infrastructure will become 

even more critical for national security. Emerging technologies like artificial intelligence (AI) and quantum 

computing are set to transform how telecom networks operate, offering powerful tools for predictive 

analytics, automated threat detection, and enhanced data processing capabilities.  

• AI and ML for enhanced security: AI and ML enable telecom providers to analyze large volumes 

of data for unusual patterns that may indicate cyber threats. By automating threat detection and 

response, AI can identify and neutralize potential threats faster than human operators, improving 

overall network security. Al's predictive capabilities also allow telecom providers to anticipate 

threats based on historical data and emerging trends, allowing for proactive measures to prevent 

security breaches. 

• Quantum-resistant security: As quantum computing advances, telecom providers must prepare 

for the possibility of quantum-based attacks that can decrypt traditional encryption. 

Implementing quantum-resistant encryption algorithms is essential to future-proof telecom 

networks, ensuring they remain secure in a post-quantum era. Investing in these technologies will 

help India's telecom industry stay ahead of security challenges, protecting both public and private 

data from future threats. 

Conclusion  

The telecom sector is an essential pillar in India's pursuit of optimized digital infrastructure and national 

security. As the industry integrates advanced technologies and digitizes its operations, telecom networks 

are not only enabling seamless connectivity but also safeguarding critical assets, public safety, and 

national sovereignty. By investing in resilient digital infrastructure, adopting security frameworks like 

zero-trust, and collaborating with government agencies on cyber-security policies, the telecom sector is 

well-positioned to protect India's digital future. Through a combination of robust cyber- security 

measures, innovative technologies, and a forward-looking approach to national security, the telecom 

sector will be instrumental in shaping a secure, connected, and resilient India. 
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Cyber security is our shared responsibility amid threats 
Rajasthan Patrika - 23rd December 2024 
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   67 
 

 

 



   68 
 

Seeds of startups sowing India's telecom transformation 

Voice&Data Magazine - December 2024 
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Tax reforms, regulatory relief: Indian telecom's call to action in 

Union Budget 2024-25 

Moneycontrol - 27th January 2024 

As India rapidly evolves into a digital economy, the telecom industry emerges as an indispensable thread, 

connecting people, communities and even things. As an omni-channel enabler of daily interactions and 

transactions, telecom has become a cornerstone of economic growth in our nation. In this context, we 

have been a consistent advocate for reforms, understanding the urgency of eliminating the roadblocks in 

the growth of the industry. We hope that the upcoming interim Budget, planned ahead of the 2024 Lok 

Sabha Election, not only addresses the existing challenges faced by the telecom sector, but also propels it 

towards a resilient and financially robust future. 

With India's rapid stride in the global 5G rollout, the telecom industry finds itself at the forefront of 

technological advancement. By achieving the fastest 5G rollout globally, the Indian telecom industry has 

showcased its potential to drive the vision of a digitally empowered India. We are also marching ahead in 

the 6G race thanks to the indigenous Bharat 6G Vision nurtured by our great visionaries and industry 

representatives. We hope the forthcoming Budget will acknowledge these and address the industry’s 

requirements by adopting a favourable tax regime and other supportive measures, in continuance of the 

progressive, reforms-based approach adopted by the government in recent years. 

To address the aspect of high regulatory levies on the sector, we have suggested the abolition of the 

Universal Service Obligation Fund (USOF) levy, ideally. In case that is not possible, the USO contribution 

must be suspended till the existing USOF corpus is exhausted. Additionally, we are advocating for a 

reduction in license fee from 3 percent to 1 percent, to cover only administrative costs by the Department 

of Telecommunications (DoT)/government. 

The industry earnestly urges the DoT to initiate a comprehensive consultation process on the matters 

surrounding adjusted gross revenue (AGR). It is crucial to ensure that revenue generated from activities 

not requiring a license is explicitly excluded from the gross revenue calculation. This adjustment will 

contribute significantly to creating a fair and balanced regulatory framework for the telecom sector, 

aligning with the industry's evolving dynamics and challenges. 

Similarly, in the direct taxes segment, we urge the introduction of a special regime under Section 72 of 

the Income Tax Act, allowing telecom operators to carry forward and set off business losses for 16 

assessment years, instead of 8 years. This becomes particularly relevant in the face of the challenges faced 

by the industry, including the Supreme Court’s rulings on AGR matters. 

  

https://www.moneycontrol.com/news/opinion/tax-reforms-regulatory-relief-indian-telecoms-call-to-action-in-union-budget-2024-25-12134161.html
https://www.moneycontrol.com/news/opinion/tax-reforms-regulatory-relief-indian-telecoms-call-to-action-in-union-budget-2024-25-12134161.html
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Inclusive governance and seamless connectivity - The 

multifaceted approach behind India's digital revolution 
Communications Today - 1st March 2024 

In the vast expanse of the global technological landscape, India emerges as a trailblazer of digital 

innovation, taking the lead in transformative initiatives like digital public infrastructure (DPI). India's APIs 

(application programming interfaces) like UPI (unified payments interface), Aadhaar, Digi Yatra, ONDC 

(open network for digital commerce), Bhashini, and e-Sanjeevani, collectively known as India Stack, have 

not only reshaped the country's own digital landscape, but have also set a leading example for nations 

worldwide. At the heart of this digital revolution lies the telecom sector, acting as the backbone for 

seamless connectivity and data transmission, facilitating the success of these initiatives.  

Before diving into the remarkable journey of India Stack, it is crucial to understand what it is a set of open, 

interoperable APIs that serve as the digital plumbing for countless innovative services in India. Think of it 

as a foundation upon which developers can build apps and services that leverage secure digital identity 

verification (Aadhaar), cashless payments (UPI), seamless travel experiences (Digi Yatra), open e-

commerce platforms (ONDC), multilingual content access (Bhashini), and even telemedicine consultations 

(e- Sanjeevani). These components work together seamlessly, empowering both citizens and businesses 

with a range of convenient and efficient digital solutions.  

A journey of innovation India's digital revolution  

India's digital revolution commenced with Aadhaar, a groundbreaking biometric identification system 

providing each citizen with a unique digital identity, fostering inclusive governance and seamless access 

to government services. UPI accelerated the shift to a cashless economy, enabling effortless financial 

transactions via smartphones. In aviation, Digi Yatra's digital boarding initiative, integrating biometric 

authentication and digital IDs, garnered global attention and inspired similar worldwide implementations.  

The open network for digital commerce (ONDC) revolutionized e-commerce by creating a unified digital 

marketplace, facilitating seamless transactions and nurturing a thriving digital economy. Additionally, the 

government introduced Bhashini to address linguistic diversity, empowering content creators to reach 

wider audiences by translating content into regional languages. Simultaneously, e-Sanjeevani, a 

telemedicine service accessible via smartphones, promises to revolutionize healthcare in India. Together, 

these initiatives showcase India's commitment to digital innovation across diverse sectors, serving as a 

global inspiration.  

The story behind the success  

India's success in DPI initiatives can be attributed to a multifaceted approach that combines innovative 

technologies, strategic government initiatives, and collaborative efforts across industries. This is 

remarkable, considering the vast population and the disparate socioeconomic culture the country 

encompasses. The India Stack underscores the viability of such initiatives and their potential to empower 

citizens in any country. The thriving Fintech ecosystem, created by the collaborative efforts of various 

industries, banks, and the government, has also complemented these initiatives. Another major factor 

contributing to the success is India's growing digital economy, powered by over 1150 crore mobile 

https://www.communicationstoday.co.in/inclusive-governance-and-seamless-connectivity-the-multifaceted-approach-behind-indias-digital-revolution/
https://www.communicationstoday.co.in/inclusive-governance-and-seamless-connectivity-the-multifaceted-approach-behind-indias-digital-revolution/
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subscribers who access different digital facilities at their fingertips, regardless of their social and 

educational background. 

Telecom - The digital enabler 

India Stack's remarkable journey is intricately linked to the relentless efforts and substantial investments 

made by telecom operators. The industry has played a pivotal role in expanding fiber optic networks, 

upgrading towers and embracing next-generation technologies like 5G to meet the escalating demand for 

data bandwidth and low latency. The entire India Stack ecosystem relies heavily on this robust and 

ubiquitous telecom network, ensuring real-time data services and connectivity.  

The interplay between digital services and the telecom sector highlights the critical role the sector plays 

in ensuring the success of India Stack's ambitious projects. The industry's commitment to bringing 

affordable internet access to remote and rural areas has played a pivotal role in bridging the digital divide. 

This effort not only facilitates wider participation in India Stack initiatives, but also empowers citizens in 

underserved regions. Vernacular language interfaces and content localization platforms like Bhashini 

leverage telecom networks to reach diverse populations, preserving cultural diversity and ensuring that 

India Stack services are accessible to every citizen. The overall contribution has been instrumental in 

fostering financial inclusion and social development, aligning with India's vision of a digitally inclusive 

society.  

India's 4G/5G stack - Homegrown powerhouse fuelling connectivity freedom  

Further propelling India's digital revolution is its indigenously developed 4G/5G technology stack. This 

groundbreaking achievement transcends mere network infrastructure, marking a shift toward self-

reliance and unfettered connectivity. Unlike traditional, vendor-locked systems, India's open-source stack 

empowers domestic innovation, democratizing access to a robust technological foundation. This fosters 

a vibrant ecosystem where not just tech giants, but also local startups and entrepreneurs can build 

applications tailored to India's unique needs.  

This revolutionary spirit extends beyond open architecture. The indigenous stack boasts impressive 

scalability and adaptability, evolving alongside India's ever-growing digital demands. From empowering 

smart cities to bridging the rural-urban divide, it holds the key to equitable internet access for all. Imagine 

Indian villages transformed by telemedicine powered by this stack, doctors just a tap away across remote 

terrains. This homegrown innovation empowers not just cities, but rural communities too, ensuring that 

no corner of India gets left behind in the digital race. As India embraces 5G, its homegrown stack stands 

ready to unlock transformative applications in healthcare, education, and agriculture, propelling the 

nation beyond mere connectivity toward a truly digitally empowered future.  

India Stack goes global - A blueprint for nations  

The global potential of India Stack lies not just in its innovative APIs, but in its underlying principles. Its 

open, interoperable, and inclusive philosophy offers a blueprint for other nations to build their own digital 

foundations. India's success proves that DPI initiatives can flourish even in diverse and complex 

environments, paving the way for financial inclusion, streamlined governance, and enhanced access to 

essential services. 
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While not directly adopting India Stack itself, France has signed an agreement with India to pilot UPI for 

cross-border payments between tourists from both countries. This demonstrates the potential of 

individual components within the stack to address specific needs even outside India's borders. In June 

2023, Armenia signed a Memorandum of Understanding (MoU) with India to explore leveraging India 

Stack components like Aadhaar and UPI for its own digital initiatives. They are particularly interested in 

Aadhaar's secure digital identity verification capabilities to streamline access to government services and 

benefits. Witnessing the success in India, nations like Mauritius and Saudi Arabia are currently in advanced 

stages of discussions with India for potential adoption of various India Stack elements, highlighting wider 

interest in the model.  

Recently, India Stack has gained widespread global recognition, leading to its adoption by numerous 

countries. The G20 Summit that concluded last year, served as a major platform, allowing delegates from 

other nations to gain a first-hand experience of these solutions. India Stack has already received positive 

response, with early adopters being Antigua, Barbuda, Trinidad and Tobago, Sierra Leone, Suriname, 

Armenia, and Papua New Guinea. Additionally, countries such as France, Saudi Arabia, Japan, the UK, the 

US, Canada, Russia, and Indonesia have expressed interest in adopting various forms of the stack in the 

coming months.  

India Stack signifies more than just India's technological prowess; it emerges as an example of how digital 

infrastructure can revolutionize nations, fostering inclusivity, progress, and unparalleled connectivity. 
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Telecom sector awaits next frontier in communications via 
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https://myimpact.in/index.php?page=Nclipj&id=756d403e5eb65ad05a0e004fb8e99554&id2=cbe031e1058b9633af514c3911077bd1&id3=0dabc439a242a68ff253db58ba3dcf41
https://myimpact.in/index.php?page=Nclipj&id=756d403e5eb65ad05a0e004fb8e99554&id2=cbe031e1058b9633af514c3911077bd1&id3=0dabc439a242a68ff253db58ba3dcf41
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The Economic Times (Print) - 22nd November 2024 

 

 

 

  

https://economictimes.indiatimes.com/opinion/et-commentary/bengalurus-5g-dreams-dots-row-rules-to-clear-the-path/articleshow/115538342.cms
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